Note: This document is constantly changing; check later for new updates.


MEMO Anti-Spam Device FAQ
Where can I find documentation for the Anti-Spam Device?

Most sites have provided their own documentation.  Please contact your campus technology representative, helpdesk or training department.  Information which has been shared is indicated below.

Original Documentation
SCC has shared their documentation.

Where can I find the Anti-Spam Device quarantine and whitelisting documentation?

Please follow the link for the general documentation.
How do I deal with email cards?
A good rule is to only open them if they are from a person you recognize. However, a spammer may send a message forging a name that you recognize. If you do recognize the sender, it may be a good idea to contact the person first to see if they truly sent you the card. While this may remove a bit of the intrigue, surprise or romance, it may save you a lot of time and frustration.
Why does spam have my name on it; I didn’t send it!?
This message is most likely not from you or your machine.  Spammers will use a database of known e-mail addresses they have stolen or harvested from various web sites and other locations.  E-mail addresses are chosen at random to be the purported sender, even though the message really does not come from that person.
Sending a spam message from a familiar name is also a very common spam technique used to trick end users.

"Social engineering refers to a non-technical breach of security that relies heavily on human interaction, i.e. tricking end users into breaking normal security measures. Virus writers and spammers alike depend heavily on disguising malware and spam as innocent messages or software, which may even pretend to be fighting against the very form of cyber crime that is about to be committed. The objective is to get the user to respond: click on an infected e-mail attachment, click on a link to a compromised web site, or respond to a fake unsubscribe notice... the list is endless."

Adapted From: 

http://www.viruslist.com/en/spam/glossary?glossid=153603109
Why would I get a message with the subject: ‘Alert: Your link to access quarantined messages has changed?’
This message should only be sent once to each specific address (including distribution lists).  It simply means that the URL for the quarantine location of that particular address on the quarantine server has changed.  This is a residual effect from an upgrade to the software.  The previous version only had a factory default setting whereas the new version allows the administrator to change the setting.  The factory default was to expire the link periodically. By changing the setting so that the link never expires, the old link was expired automatically and one of the messages was sent to every address that has a quarantine area.  You will likely receive one for your own address as well as one for every distribution list of which you are a member.
Why might I get two or more Quarantine Release Notifications everyday?

Because we have two anti-spam devices for failover capabilities, messages quarantined on one will not be quarantined on the other.  Therefore, you may receive two notifications the same day, one notification from each device. You may also receive additional notifications addressed to distribution lists.

Is it possible for me to whitelist a full domain of users to my e-mail account?
Due to resource limitations, it is our policy to not whitelist full domains to individual email accounts.
Why might my message to multiple recipients not have been delivered?

If 10 recipients on any given message are invalid e-mail addresses, the message will fail delivery to all addresses.  You may receive an email or multiple e-mails regarding failed delivery to the addresses on your message.
Have you ever wanted to see the messages in your spam quarantine but couldn't find a quarantine release notification in your mailbox?
You may have or may receive messages similar to:
[image: image1.jpg]From: User Quarantine Release Sent:  Tue 4/23/2008 11:37 AM
Toi  robertsefert@domal.maricopa.edu

o

Subject; Al Your ik to access quarantined messages has changed - Tue, 29 Apr 2008 11:36:47 0700

“This notification is to alert you that for security reasons, your link to access your quarantined
messages has changed. Please bookmark this link for easy access to quaranined messages.

https:/ /menmo-suq1. maricopa.edu:443/ ura/ uraMailList.do?
method=processiailficcd9afasef1b03c30fb8d9Fecd7 2777591 be71000000000000000424340





Be sure to observe the recipient of the message because it may be addressed to a distribution list.  The message will contain a link to the quarantine location(s) for the recipient.

You can follow the link in this message and then bookmark it or place it in your favorites.  You should then be able to use this link anytime you need to see what messages are in the quarantine for the recipient (whether it is for you or for a distribution list) addressed in the message.

Why is the word SPAM in the subject of a message I received?
When it is likely but not certain that a message is spam, the word SPAM is added to the header so you can use a filter to file the message in the Trash.

How long do I have to report messages that I think were blocked by the anti-spam device?
If you believe that a message was dropped or quarantined by the anti-spam device, please notify us within a week of the occurrence so that we can properly research the issue.  Certain log information is not available after this time frame.
Do some legitimate images in an email look like spam?

Some images used in email signatures and sent inline, including Outlook stationery, can appear like image spam. Therefore, it is best not to use Outlook stationery or images in your email signatures. If a legitimate message appears to be image spam and has any other spam characteristics, the message may be quarantined.

Why am I still getting some spam in my inbox?

A 100 percent anti-spam solution does not exist.  We hope to achieve 95 percent success in blocking spam and allowing legitimate e-mail.  However, a few spam messages will still arrive in your inbox.  When this happens, you can choose among the following options: delete the message, create a webmail filter to delete messages like it in the future, or forward the message as an attachment with the full header information to the spamreport@securecomputing.com account.

Why should I not click on the Message ID within the Quarantine Email?
If an end-user clicks on a Message ID number within the Quarantine Release Notification email message, the message will automatically release into your mailbox. This link does not allow you to read the message. It is not possible to read a quarantined email without releasing it.

Why would a released message get quarantined a second time and not get delivered?
A message which is quarantined coming into the Memo system will also be quarantined a second time if the memo account is forwarded to another Maricopa e-mail account on another system (e.g. gatewaycc.edu).  Therefore, the quarantine release will need to be performed twice (e.g. once for the memo account and the second time for the campus account).
What happens when a message to a DL is quarantined?
Initially, all the members of the list will receive a quarantine release notification message which will be addressed to the distribution list. When a message quarantined for a distribution list is deleted or released, it will always be deleted or released for every member of the list.   Because of this fact, we have attempted to configure the system so that legitimate messages sent to distribution lists are not quarantined.  On limited occasions, this may still occur; campuses should help identify if there are additional issues they see in this area.
Why does a message in quarantine appear to be from someone different than when it is delivered to my Inbox?
This typically happens if your account is forwarded to another account and/or if the original message was sent to a DL. Upon forwarding or expanding the message to all recipients, the smtp protocol places the list owner as the sender of the quarantined message.
What do I do if an attachment I was expecting gets removed or does not get delivered?
Attachments are scanned by various methods for SPAM and security threats.  Most benign file types are allowed to pass into your mailbox (e.g. doc, pdf, xls,).  In addition to this, the system currently allows some attachments into the user quarantine area.  If you release attachments which you received in your user quarantine area, always scan them for viruses before opening them.  If you believe an attachment sent to you has not been delivered or if you receive a message that says an attachment has been removed from your email, you have a couple options.  If the attachment was a large or compressed file (e.g. zip), please work with the sender to provide an FTP location from which you can download the file.  Otherwise, please contact your helpdesk and provide the following information about the message: From address, To address, Subject and Date and Time the message was sent. They will then escalate the issue as necessary for further research.

Is the system Real-time?
Due to processing thousands of messages, the system is not real-time. There may be a very slight delay in mail delivery as the system checks various parameters to the message.  We have not seen this to be a huge issue but request further input. Delivery should occur in less than a minute.  It may take as long as 5 to 10 minutes.

What should I do if I needed to respond to a quarantined e-mail yesterday but the Quarantine Release Notification did not get sent until 9:00 pm? 
You can save a Quarantine Release Notification from each server (see the documentation) so that you can click the link to your quarantine area anytime to see if messages are in the quarantine which you need to address immediately. You can also bookmark or save as a favorite the quarantine URL and visit the link anytime.
What should I do if I need to look at my quarantined e-mail during the day before 9:00 pm? 
You can save a Quarantine Release Notification from each server (see the documentation) so that you can click the link to your quarantine area anytime to see if messages are in the quarantine which you need to address immediately. You can also bookmark or save as a favorite the quarantine URL and visit the link anytime.

Why didn’t my released message get delivered? 
Because the system is not real-time, you may see a delay when a message is released from quarantine. When the message does arrive in your Inbox, you may need to scroll back through the list of messages to find it. This is because the message will be older than the newest messages in your Inbox which is typically sorted by date.  Also, prior to the complete implementation of the new system, there were issues of delivery once a message had been released and/or whitelisted.  Every case we reviewed regarding this was due to the message being filtered by the old anti-spam system. This should no longer be an issue. If this appears to have happened, please report this to your helpdesk and the call will be escalated appropriately.
Note: For campuses who forward their Memo accounts to accounts on their own email server it is possible that the final address will receive a Quarantine Release Notification as well.  Therefore, messages released from their Memo address quarantine will most likely also need to be released from their “other” address quarantine.

What is whitelisting?
When a user whitelists an address from the quarantine area, whitelisting allows messages from  that specific e-mail address to arrive in your account regardless of how much any of the messages from that e-mail address might look like spam.

Whitelisting for e-mail servers is different; please see the following question.

What should I do if my campus has an IP address or domain to be whitelisted?
When we whitelist an IP address from the campuses, we are telling ironmail to bypass certain spam characteristics when dealing with mail from those IP addresses. All IP addresses which have been requested by the campuses have been whitelisted from the spam characteristics which we deem acceptable risks (recommendation made by Secure Computing). Other IP addresses will be whitelisted from those same characteristics as they are requested through the escalation process. Because of the spam profile of external domains they do not get whitelisted.
What does ‘listed on connection control deny list’ mean?
If an IP sends too many spam messages to the system, all mail from that IP will be temporarily blocked (placed on the deny list) until the spam has cleared up.
Is it possible to "un-whitelist" an address?  What if you accidentally whitelist a sender that really is spam?

Yes, this can be done but not at the campus level.  Please contact your helpdesk so they can create a work order to be escalated to the District Office Memo team – See escalation comments below.
What about the 14 Day Message quarantine Limit?
There are concerns regarding the 14 day quarantine limit and messages being purged after that timeline.  It should be noted that the existing hardware may not handle multiple months of stored quarantine.  Further college suggestions and discussion may be necessary to determine a “reasonable” limit, especially if faculty choose “nomail” options within the PAT tools as they leave for the summer.  
Has the MAC been tested with the new system?
Testing has been done and found to work fine with Entourage and Webmail on Internet Explorer.
Is there a way to see ALL of my quarantined, undeleted messages at one time?
There are two devices for high-availability. You can see all of the messages on each machine at one time.  You cannot see all of the messages on both machines at the same time. Check out the general documentation.
What happens if messages automatically get filed into my Junk or Trash Folder?
Some MCCCD Business/Announcement emails are being delivered into “junk” folders within the end-user accounts.  This actually has nothing to do with the new SPAM filtering device.  Within Netscape or Microsoft Junk mail filtering, options may be set to “high protection.”  This could prevent some emails from being delivered properly.  Because junk folders and their configurations have not proven to be reliably accurate, it is recommended that mail client junk mail filtering options not be setup or be turned off completely.
I whitelisted an address, why is mail from that address still being quarantined?
If you work at a campus with a separate e-mail server and your Memo account is forwarded to an address on that server, you will need to whitelist the address twice.  One time will be for the Memo account and the second time will be for the campus account. You will receive two Quarantine Release Notification’s. One will be for the Memo account and the second one will be for the campus account. Be sure to note the difference and whitelist the address using both notifications.

You should only whitelist addresses from which you receive email regularly. If you have not received e-mail from the whitelisted address during the past two weeks, the address will be removed from the whitelist. Whitelist entries may be inconsistent as we refine this process. There are also certain spam techniques which the system will not ignore.  When a sender is whitelisted, the system will still pass the message through certain heuristic scanning.  If any of those rules apply, the message may still be quarantined.
Why would I receive a message like Subject: Returned mail: see transcript for details OR Undeliverable - Recipient does not exist OR **Message you sent blocked by our bulk email filter**?
If you do not recognize the sender of this message, your e-mail address has most likely been forged on an e-mail sent to this address.  Your e-mail address will most likely be forged by a virus or less likely by someone with malicious intent. The body of the message may have content such as:
The original message was received at Tue, 30 May 2006 20:04:15 +0300 from <recipient’s domain> [<recipient’s mail server IP address>]

----- The following addresses had permanent fatal errors -----

<your e-mail address>
OR

Action: failed

Status: 5.7.1

Diagnostic-Code: smtp; 550 5.7.1 Message content rejected, UBE, id=14888-01-11

Last-Attempt-Date: Sun, 16 Sep 2007 10:04:53 -0400 (EDT)

How does the quarantine notification work with PDA Devices?
We have noticed that the links on the notification messages are not readable on the Palm Treo 700W using the Windows Mobile 5 messaging client. We have not received any other complaints regarding quarantine notifications on PDA devices but additional research/testing may need to be done for those using PDA's.  Campus input is needed on this one since there are no standard PDA devices across MCCCD.  


What is the Issue Escalation Process?
Any additional issues should be routed to the District Office (via work orders). This should still be routed through the Help Desk System links that the colleges already use for escalations in the MEMO area.  The front line is familiar with the processes on this.  (CGC should use the District Wide Menu for the RSC Work Order system.)
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